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and communication stations (TRX) coupled to the power line at the premises. Data is transmitted to/from stations over the power line using 
a packet data communications protocol. Apparatus at premises can convert signals between a first protocol, used on the power line, and a 
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DATA TRANSMISSION OVER A POWER LINE 
COMMUNICATIONS SYSTEM 

TECHNICAL FIELD 

This invention relates to transmission of data over a power line. 

BACKGROUND OF THE INVENTION 

5 It is known to transport telecommunications signals over an electricity 

distribution or power transmission network. Delivering a telecommunications 
service in this manner is attractive as it avoids the need to install new cabling 
to each subscriber. By using existing electricity distribution cabling to carry 
telecommunications signals, significant cost savings are possible. 
10 International Patent Application WO94/09572 shows an electricity distribution 

network which carries telecommunications signals. 



There are essentially two known methods for transmitting data over power 
lines. A first method uses the power signal itself, modifying the shape of the 
1 5 power signal at certain known points in response to the data which is to be 

carried. An example of this is shown in UK Patent GB 1,600,056. A second 
method uses a carrier signal having a different frequency from that of the 
power signal, the carrier signal being modulated by the data. 

20 One of the problems with using power lines as a communications medium is 

that they are subject to noise and interference. A first type of noise is due to 
cables picking up radio signals such as broadcast AM radio signals and 
amateur radio band transmissions. Overhead cables are particularly prone to 
this type of noise. A second type of electrical noise is due to electrical 

25 equipment coupled to the power lines. Electric motors, thermostats and gas 

discharge lighting are particularly prone to generating noise. Noise 
propagates along the power lines and combines with communications signals. 
The level of noise can be high enough, and persist for long enough, to corrupt 
communications signals. 



30 



Noise can impose constraints when using the power line to carry data. The 
aformentioned patent application WO94/09572 shows an electricity 
distribution network which carries telecommunications signals and teaches 
that the amount of noise entering the network from the premises can be 



BNSDOCIO <WQ 98S7440A2 ) > 



WO 98/57440 



PCT/GB98/01667 



2 

reduced by installing conditioning elements at each premises. This requires a 
considerable amount of work and expense. 

Power line transmission is one of several ways for delivering communications 
to subscriber premises and is therefore sensitive to competition with existing 
copper wires and more recent alternatives such as optical fibre/coaxial cable 
delivery and fixed radio access techniques. Therefore, there is a desire to 
provide a system that is capable of delivering an acceptable quality of service 
at a cost that is attractive to a subscriber. One of the aspects of a power line 
transmission system that is particularly sensitive to cost is the customer 
premises equipment (CPE). The customer premises equipment must be 
capable of delivering an acceptable quality of service and interfacing to 
equipment in a subscriber's premises. 

SUMMARY OF THE INVENTION 

The present invention seeks to minimise or overcome the above problems, 
and other problems which will become apparent from the following description. 

A first aspect of the invention provides a communications apparatus 
comprising: 

- a first interface for transmitting/receiving communications signals 
derived from a power line communications system; 

- a converter for converting the derived signals between a first 
form in which they are suitable for transmission by a packet data 
communications protocol over the power line communications system and a 
second form in which they can be applied to a data terminal using a second 
data protocol; and, 

- a second interface for transmitting/receiving the converted 
signals to a data terminal. 

The use of two separate protocols for the communications path between a 
power line communications system base station and the data terminal 
provides the advantage that the first part of the path, between the base 
station and the premises, can use a protocol that is best suited to the 
demands of transmitting data over the power line, without being tied to the 
limitations of the protocols that data terminals normally use. Preferably the 
second data protocol is a widely used protocol such as Ethernet, or 
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Universal Serial Bus. Other protocols can also be used. This has the 
advantage that one model of converter can be produced that will operate 
with a wide range of data terminals, rather than having to produce a large 
number of converters each of which are custom-designed to work with a 
particular type of data terminal. 

The apparatus is preferably a self-contained unit that is physically separate 
from the data terminal, the second data protocol being used to transfer data 
from the unit to the data terminal. 

Alternatively the apparatus fits inside a PC, deriving a power supply from the 
host PC. 



There are several advantages in providing the apparatus as a separate unit. 

15 Firstly, the unit can be managed, via the communications path, by the power 

line communications operator at any time, which is not possible when the unit 
is incorporated into a host data terminal and relies on that host terminal being 
powered. This is an important consideration for efficient network 
management. Secondly, it means that the network interface that needs to be 

20 declared is the output of the unit on the data terminal side, i.e. the second data 

protocol, which will be a well-defined standard protocol: Thus the parameters 
of the packet data protocol that are used for communicating over the power 
line can more easily be changed by the operator. Thirdly, it makes the device 
cheaper as a single unit can be produced in volume that will work with a wide 

25 range of different data terminals, the only requirement being that the data 

terminals are capable of accepting data in the form of the second data 
protocol. 

PrefeSrably the converter modulates/demodulates data signals to/from radio 
30 frequency (RF) carriers that are used to carry the data over the power line. 

Preferably the converter amplifies the signals. 

A further aspect of the invention provides a method of transmitting data in a 
35 power line communications system comprising a power line for distributing 

electricity to a plurality of premises and a plurality of communication stations 
coupled to the power line, the miethod comprising: 
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transmitting data signals from a base station over a part of the 
line which is external to the premises in a first form using a packet data 
communications protocol which is suited to transmission over the power 
line; 

coupling signals from the power line; 

receiving the coupled data packets at a communications 

station; 

converting the received signals between the packet data 
communications protocol and a second form in which they can be applied to 
a data terminal using a second data protocol; 

transmitting the signals using the second data protocol. 

The signals in the second data protocol can be transmitted over a local area 
network, such as an in-building LAN, to a plurality of data terminals. 

Advantageously the base station transmits/receives signals from a backhaul 
network which are transmitted according to a third data protocol, the third 
data protocol being compatible with the second protocol which is used for 
the link between the communications station and the data terminal. The 
higher layer of the protocol used for transmission over the power line can be 
arranged to emulate the second and third protocols. Therefore, while 
transmission across the power line environment uses a protocol which is 
best suited to the power line environment, this is transparent to the 
backhaul and the subscriber equipment parts of the communications 
network. This has the advantage that standard backhaul and subscriber 
equipment can be interfaced with the power line communications system. 

A further aspect of the invention provides a method of transmitting data in a 
power line communications system comprising a power line for distributing 
electricity to a plurality of premises and a communication station coupled to 
the power line at one of the premises, the method comprising: 

transmitting data packets to/from the station over a part of the line 
which is external to the premises, using a packet data communications 
protocol. r 

Packet data transmission protocols, by not rigidly dividing the available 
capacity of the transmission medium according to time slot or frequency, but 
rather allowing multiple stations to access the medium in a packet-switched 
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manner, make better use of the limited capacity of the medium. With a power 
line being a noisy transmission medium, transmitting data in the form of 
packets offers the advantages of allowing unsuccessful transmissions, such 
as transmissions which are corrupted by noise, to be repeated. 

Applicants have found that data can be satisfactorily transmitted using packet 
data transmission protocols in the frequency band above 1MHz. Furthermore, 
the power lines do not need to be conditioned. The term conditioned means 
that premises are equipped with low-pass filter units to prevent noise from 
premises entering the power line. This overcomes the considerable expense 
of installing conditioning units at each premises on the power line distribution 
network. It may still be necessary to install conditioning units at some 
premises which are particularly noisy, or at some appliances such as street 
lights. Operating at this higher frequency band allows data communications to 
be transmitted at a higher bit rate because of the greater available bandwidth. 

It has been found to be particularly advantageous to transmit communications 
signals within the frequency band 2 - 6MHz and in particular within th6 bands 
2.2 - 3.5MHz and 3.8 - 5.8MHz. These bands fall between the medium wave 
and short wave bands used for broadcast radio transmissions and avoid the 
radio amateur band at 3.5 - 3.8 MHz. Using this part of the spectrum for 
power line communications benefits from a reduced level of background noise 
and the radiation of power line communications signals in this frequency band 
causes minimum interference with radio receiver equipment at subscriber 
premises. Radiation from power lines can be at a reasonably high level but 
with a short range. The above mentioned frequencies are particularly suited 
to the United Kingdom, and it may be necessary to vary them for other 
countries in order to avoid particular frequency bands used for radio 
transmissions that a subscriber is likely to receive. 

Packets include error detection coding such as a parity check to allow errors, 
caused during transmission over the power line, to be detected at a receiving 
station. It has been found that the nature of noise on a power line allows a 
high throughput to be achieved by retransmitting corrupted data packets (each 
packet containing just error detection coding) rather than including a high 
error-correction coding overhead in each packet and attempting to correct 
errors at the receiver. ; 
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In determining the length (duration) of a data packet, the following factors are 
important: 

- the effect that the duration will have on stations awaiting transmission; 

- the ratio between useful data content and overhead within each 
packet (and hence data throughput); 

- probability of the packet being corrupted. 

Applicant has found that a packet length of around 5ms, and preferably 2-5ms 
offers advantageous results as the packet is long enough to carry a useful 
data payload and therefore provide a high system throughput, but short 
enough to statistically have a high chance of fitting between high-level noise 
bursts. 

In one embodiment the data packet communications protocol is token bus. 
Where the power line is branched, there being a first station on one branch 
of the line and a second station on another branch of the line, it is preferred 
to pass the token between the first and second stations via a third station, 
such as a base station, upstream of the branches. This overcomes a 
problem of token passing between stations on different branches. 

Where the power line has a plurality of phase lines, there being a first 
station on one phase line and a second station on another phase line, it is 
preferred to pass the token between the first and second stations via a third 
station which couples to both of the phase lines. This overcomes the 
problem of token passing between stations on different phase lines. 

Advantageously a station at each premises has an address and addresses 
are assigned such that every other address belongs to a base station of the 
system. This has the advantage that the base station has many 
opportunities to transmit, which is particularly important for asymmetric 
applications like internet browsing. 

In another embodiment the data packet communications protocol is carrier 
sense multiple access (CSMA). Preferably, where CSMA is in use, the 
method comprises: 

transmitting a data packet over the line from a first station; 

receiving the packet at a second station; 
r ; , : transmitting from the second station a warning signal to indicate 
that the line is being used. 
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The warning signal can be received at another station; and transmission 
inhibited at this other station in response to receiving the warning signal. 
This prevents collisions due to two stations accessing the medium together. 

Another aspect of the invention provides a power line communications 
system for performing the above transmission method. 



A further aspect of the invention provides a method of transmitting data in a 
power line communications system comprising a power line to which a 
plurality of communication stations are coupled, the method comprising: 

selecting t at a transmitting station, a bit rate for data transmission 
which is appropriate for a particular receiving station; and, 

transmitting data to the station at the selected bit rate. 

Preferably the bit rate is selected according to quality of communications 
path between the transmitting and receiving stations. Advantageously the 
bit rate can be selected on the basis of distance between the transmitting 
and receiving stations. Additionally, or alternatively, the bit rate can be 
selected on the basis of noise on the power line. 

Preferably the step of selecting a bit rate for data transmission comprises 
selecting a coding or modulation scheme. « 

A further aspect of the invention provides a method of processing a received 
data signal at a power line communications receiver comprising: 

- filtering the received data signal through a band-pass filter centred 
on the frequency band used by the data signal and having a response which 
minimises iriter-symbol interference in the data signal; 

- filtering the received data signal through a narrow-band filter 
centred on the frequency band used by the data signal and deriving a RSSI 
signal; arid, 

- gating the filtered data signal according to the RSSI signal. 

Advantageously the data signal comprises a frequency-shift keyed signal and 
wherein the narrow-band filter is centred on one of the FSK frequencies. The 
data signal can be coded such that each data symbol contains a burst at the 
FSK frequency upon which the narrow band filter is centred. 
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Preferably the band-pass fitter is a maximally-flat filter 

A further aspect of the invention provides a method of transmitting data over a 
5 power line communications system comprising: 

- forming a data packet having a portion of user data and a tail 
portion of redundant data; 

- transmitting the data packet over the power line; 

- receiving the data packet at a receiver of the system; 
10 - deriving a RSSI signal from the received signal; 

- delaying the received data signal with respect to the RSSI signal; 

and, 

- gating the delayed received data according to the RSSI signal 
whereby the gate turns off during the period occupied by the redundant data. 



15 



30 



35 



Other aspects of the invention include apparatus to perform the above 
methods. 



Preferred features may be combined as appropriate, and may be combined 
20 with any of the aspects of the invention, as would be apparent to a person 

skilled in the art. 

The term 'noise* is intended to cover a wide range of unwanted signals, 
including sparking noise, impulsive noise, noise transients and interference 
25 signals. 

The data that is carried in this system can be used for computer applications 
such as home working, file transfer, internet access and a wide range of other 
applications. 



BRIEF DESCRIPTION OF THE DRAWINGS 

For a better understanding of the invention, and to show by way of example 
how it may be carried into effect, embodiments will now be described with 
reference to the accompanying drawings, in which: 

Figure 1 shows a system for communicating over a power line; 
Figure 2 shows a power line communications network which 
couples to the system shown in figure 1 ; 
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Figure 3 shows equipment at a subscriber's premises; 
Figure 4 shows a communications base station; 
Figure 5 shows typical background noise on a power line of the 
type shown in figure 1 ; 
5 Figure 6 shows a typical impulsive noise spectrum; 

Figure 7 shows probability of impulsuve noise occurring on a 

power line; 

Figure 8 shows typical duration of impulsive noise bursts; 
Figure 9 shows a further example of impulsive noise on a power 

10 line; 

Figure 10 shows a power line communications system using a 
token bus protocol; 

Figure 1 1 shows the effect of a branched power line on a token 
passing signal; 

15 Figure 12 shows the effect of a multi-phase power line on a 

token passing signal; 

Figure 13 shows the operation of a first form of the token bus 

protocol; 

Figure 14 shows a base station architecture for use in the 
20 systems of figure 10; 

Figure 15 shows the operation of a second form of the token bus 

protocol; 

Figure 16 shows the effect of a branched power line on a 
collison sensing signal; 
25 Figure 17 shows the effect of a multi-phase power line on a 

collison sensing signal; 

Figure 18 shows an example warning signal; 

Figure 19 shows a subscriber equipment for accessing a power 

line; 

30 Figure 20 shows a base station equipment for generating a 

warning signal; 

Figure 21 is a timing diagram to show the operation of the 
warning mechanism; 

Figure 22 shows a polling protocol for use in a power line 
35 communications system; 

Figure 23 shows the layers of a power line communications 

protocol; 
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Figure 24 shows subscriber equipment for use in the system of 

figure 1; 

Figure 25 shows a first form of subscriber equipment in more 

detail; 

Figure 26 shows a second form of subscriber equipment in more 

detail; 

Figure 27 shows a physical layout for the subscriber equipment; 
Figures 28 and 29 show functional parts of the subscriber 

equipment; 

Figure 30 shows a receiver for use in the subscriber equipment; 

Figure 31 shows a coding scheme for transmitting data; 

Figures 32 and 33 illustrate operation of the receiver of figure 30; 

Figures 34A and 34B respectively show mains signal voltage 
and one example of noise power on one phase line of the system of figure 1 
over a time period; 

Figures 35A and 35B respectively show mains signal voltage 
and another example of noise power on one phase line of the system of figure 
1 over a time period; 

Figure 36 shows an example of asymmetrically transmitting a 
data packet about a zero-crossing point; 

Figure 37 shows an example of calculating the timing of quiet 
periods, based on zero-crossing points; 

Figure 38A shows three mains phase signals and figures 38B, 
38C, 38D show noiset powers on each of the phase lines over a time period; 

Figure 39A shows an example of a data packet and figure 39B 
shows an example of transmitting a downstream packet and an upstream 
packet together during a quiet period; 

Figure 40 shows the base station of figure 1 in more detail; 

Figure 41 shows an alternative form of the base station of figure 
40; \ , 

Figure 42 shows a method of operating the power line 
communications system using the base station of figure 41 ; 

Figure 43 shows one example of a scheme for allocating 
subscribers access to the distribution cable. 



DESCRIPTION OF PREFERRED EMBODIMENTS 



WO 98/57440 



PCT/GB98/01667 



11 

Figure 1 shows an electricity distribution network which is adapted to carry 
telecommunications signals. Mains electricity enters the network from an 
11kV or 6.6kV transmission line 105 and is transformed by substation 100 into 
a 400V supply which is delivered over distribution cable 120 to customer 
5 premises S1 to S6. A substation 100 typically has between 4 and 8 

distribution cables of the kind shown as 120, 121 leading from it, each 
distribution cable serving a number of premises. A distribution cable can 
extend for several hundreds of metres. Distribution cable 120 comprises blue, 
red and yellow phase lines and a neutral line. Subscriber communications 

10 stations TRX are typically located at houses or businesses. A full system will 

usually include more than the six premises shown here and will typically 
include a more elaborate tree-and-branch distribution network. Subscriber 
premises may receive a single phase electricity supply (230V) or a three- 
phase electricity supply (400V). Domestic subscriber premises usually receive 

15 a single phase supply and neighbouring subscriber premises are usually 

coupled to different phase lines. In figure 1 subscriber S1 is shown coupled to 
the red phase line, and subscriber S2 is coupled to the yellow phase line. 
This helps to distribute the load of the network evenly across the three 
phases. 

20 

A base station BS couples data cbmmunicatioris signals onto distribution 
cable 120. The base station can be coupled to one or more distribution cables 
120 at a point near to substation 100, as shown in figure 1, or it may be 
coupled to the bus bars at substation 100, the bus bars acting as a star point 

25 for serving all of the distribution cables. The communications signals 

propagate over the cable to transceiver stations at subscriber premises S1 to 
S6, with a coupling unit CU 151 coupling the communications signals to/from 
the power line. Subscriber premises couple to a phase line of distribution 
cable 120 by a branch line 150. In the upstream direction, communications 

30 signals are transmitted from the subscriber transceiver stations towards the 

base station. Communications signals are preferably transmitted between a 
phase line and neutral or earth. 

Figure 2 shows a top level diagram of an example power line communications 
35 (PL) system configuration. The end-user computer connects to the customer 

premises equipment (CPE), within the customer premises. The CPE is 
connected to the power line base station using the power line protocol across 
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the. low-voltage LV power line. Communications traffic from multiple base 
stations accesses the core network through the main station via concentration 
in a hub, FDDI ring or Ethernet daisy chain. Within the core network a 
manager station allows remote management of the base stations and CPEs. 
Intranet and Internet access is available directly or indirectly via the core 
network, via gateways where appropriate. 

The backhaul network may be directly connected to the Base station trunk, or 
through a high speed link utilising radio, fibre or copper between the Base 
station and a node of either the Internet Service Provider (ISP) or alternative 
operator. Various options exist for backhaul including fixed radio links, fibre, 
copper or SDH. The preferred option is the use of fibre when the base station 
Ethernet port can be attached to a small converter to provide 10BaseF 
connectivity. Commercial links providing an E1 2Mbps capacity are 
acceptable. A ring structure is preferred and can be provided by Ethernet 
daisy chaining, SDH or FDDI technology. 

The central switching facilities provide trunk access to Internet service 
Providers (ISPs) or corporate data networks (Intranets). 

The main station is a switch such as a Northern Telecom MAGELLAN 
PASSPORT Model 160 which performs a number of functions including 
interfacing the base station LANs to the core SDH network. With a capacity of 
1 .6Gb/s it can support more than 1000 base stations. 

Customer Premises 

An example customer premises installation is shown in figure 3. The CPE is a 
free-standing unit, powered from the customer premises mains supply. The 
CPE provides two data connections: 

• A 1 0BaseT Ethernet connection (to the customer computer). 
• A coaxial connection to the power line coupling unit CU. 

The coupling unit provides the link between the CPE and the external power 
line. Preferably this is at the street side of the electricity meter. 
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The CPE need not be located close to the customer's computer. For ease of 
installation within the customer premises, the Ethernet link is preferably via 
unshielded twisted-pair (UTP) cable. A number of data terminals can connect 
to the CPE in the form of a local area network, as shown in figure 3. The CPE 
is intended to be left powered up continuously, i.e. it does not need to be 
turned on and off at the same time as the computer. 

Data Transmission 

Two frequency bands, referred to as PLT1 and PLT2, are used for power line 
transmission. These bands are 2.2-3.5 MHz and 4.2-5.8 MHz respectively. 
The upper and lower limits on each band are defined to avoid interference to 
(and from) other RF users, in particular medium wave, radio amateurs and 
short wave radios. The base station supports transmission and reception at 
both PLT1 and PLT2, providing frequency diversity to overcome any 
frequency-specific reception difficulties associated with an individual CPE. 
CPEs can use a tuneable modem to operate on the two bands. 

Frequency shift keying (FSK) is preferred as a modulation scheme. The 
special case of minimum shift keying (MSK) and more spectrally-efficient 
modulation schemes such as QAM can also be used, although these require a 
higher carrier-to-noise ratio (CNR) and will hence reduce the achievable range 
for a given transmitter power limit. As described below, subscribers located 
closer to a base station may use the more spectrally-efficient schemes as they 
will experience a higher SNR. 

The PL system delivers around 1 Mbps peak bit rate, shared between all CPEs 
connected to a given Base station. This peak shared bit rate may be reduced, 
such as to 250kbps or 500kbps, or raised depending on available bandwidth 
and modulation schemes that are used. Reduced bit rates will also be 
supported to provide service to end-users at the extremes of the system range 
and end-users with adverse link transmission characteristics. 

To compensate for difficult CPE-Base station links (e.g. CPEs at the extremes 
of transmission range) one or more reduced bit rates can be used. 

The bit rate and frequency band for the CPE can be set via control signals from 
a network management unit. 
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The range over which a PL link can be reliably maintained is dependent on the 
loss characteristics of the electricity distribution cable and the noise levels 
experienced at the receiver. For reliable operation, it is expected that a carrier 
to (background) noise ratio (CNR) of greater than 10 dB is required. 

The use of multiple frequency bands and multiple data rates allows individual 
CPEs to be configured to best match the transmission characteristics to the 
customer premises. Where appropriate, such parameters will be capable of 
being configured across the network from the management system. The base 
station supports the same frequency bands and data rates as the CPEs 
connected to it. When communicating with any CPE, the Base station will 
automatically switch to the frequency and data rate used by that CPE. 

Base station 

Figure 4 shows an example of equipment provided at base station BS. 
Communications signals at RF are received from power line coupling units at 
. the power line drivers. These signals are fed to RF modems which convert the 
RF signals to base band. The digital interface manages the protocol and 
performs conversion of the power line packets into a format for transmission 
over the backhaul network. 

The interface provided by the base station to the backhaul network can be 
IQBaseF, E1 and FDDI. The backhaul may vary between installations, as 
required to provide an economic backhaul solution to the central head-end 
; switch. 

The noise environment on the power line consists of background noise, which 
is constantly present, comprising mostly broadcast radio carriers; and 
additionally impulsive noise. The vast majority of impulsive noise bursts are 
short in duration and will result in the loss of a single packet, which will be 
resent with minimum impact on the throughput rate available to the user. 
However, there is a finite probability of more sustained noise bursts lasting up 
to several seconds in duration. These may, for example, be caused by faulty 
central heating thermostats. These bursts will interrupt all traffic on the power 
line for several seconds. In the worst case, these have been found to occur up 
•x. <- to five times per hour. There is no way to prevent this interruption, except to 
replace the faulty electrical equipment which is considered uneconomic. 
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However, the PL system will be designed such that the interruptions caused to 
the service by the noise bursts is kept to a minimum and recovery of service 
after a burst is immediate 

Figure 5 shows typical background noise on an underground power line 
across the frequency band 0-10MHz. It has been found to be particularly 
advantageous to transmit communications signals within the frequency bands 
2.2 - 3.5MHz (PLT1) and 4.2 - 5.8MHz (PLT2). These bands fall between the 
medium wave and short wave bands used for broadcast radio transmissions 
and avoid the radio amateur band at 3.5 - 3.8 MHz. There is a reduced level 
of background noise in these bands and the radiation of power line 
communications signals in this frequency band causes minimum interference 
with radio receiver equipment at subscriber premises. Other frequency bands 
in the range of, for example, 2-30MHz can be used although it is preferred to 
use the lower frequencies because attenuation over the distribution cables is 
lower. 

In addition to background noise there is impulsive noise which is caused 
predominantly by sparking (e.g. faulty thermostats.) This has a broad, fairly 
flat spectrum. Figure 6 shows two spectrum plots (A), (B) of impulsive noise 
taken at different times; Figure 7 shows the probability of impulsive noise 
occurring at various power threshold levels, and figure 8 shows the duration of 
those impulsive noise bursts which cross the -56dBm power threshold at 
which applicant operates. The majority of noise bursts crossing thei threshold 
are <1ms in length. For reliable operation, it is necessary to maintain a carrier 
to noise ratio of at least 10dB. Occasional noise spikes above this level can 
be tolerated providing that the mean time between noise events is significantly 
greater than the duration of a transmission packet. Figure 9 shows another 
example of impulsive noise that can occur on a power distribution network. 
This consists of short spikes with a short duty cycle. A short packet length of 
around 5ms, and preferably 2-5ms, has been found to offer good performance 
as the short length statistically has a high probability of fitting between high- 
level impulsive noise bursts. 

Data can be transmitted using a variety of line coding or modulation 
techniques. Applicant uses Frequency Shift Keying (FSK) modulation about a 
centre-frequency of 2.9MHz for the frequency band PLT1. The upstream and 
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downstream transmissions preferably share a common frequency band with 
the upstream and downstream transmissions occupying different times. 

The range over which the link can be reliably maintained is dependent on the 
5 loss characteristics of the electricity distribution cable and the noise levels. 

Referring again to figure 1, it can be seen that stations S1 to S6 are sited at 
increasingly greater distances from the base station. Signals transmitted 
to/from a station sited close to the base station, such as station S1, should be 
10 attenuated less than the signals transmitted to/from a station sited further 

away from the base station, such as station S6. 

The factors affecting CNR of a signal received at a station are: 

(i) attenuation for the path between the transmitting and 
15 receiving stations; and, 

(ii) noise level on the power line. 

This generally corresponds to an increasing carrier to noise ratio (CNR) for 
stations sited progressively closer to the base station. 

20 It is possible to take advantage of this effect by transmitting data at a higher 

bit rate to those stations sited closer to the base station. This results in an 
improved data throughput for the system. The transmitted bit rate can be 
varied by varying the modulation scheme so as to use a more spectrally- 
efficient modulation scheme (such as high order QAM) for those stations sited 

25 closer to the base station and a less spectrally-efficient modulation scheme 

(such as lower order QAM or FSK) for stations sited further away from the 
base station. 

The coding scheme that is used can be changed to improve reliability of 
30 transmission to stations that experience a poor communications path. 

Suitable schemes are NRZI-Space encoding for regular transmissions and 
Biphase-Space encoding for stations that require a more robust scheme. The 
biphase scheme includes more clocking information for a more reliable data 
transfer, but at the expense of a halved data rate. 



35 



Path attenuation remains fairly constant for the path between a particular pair 
of stations. A measurement can be made at the time of installation, such as 
by manual measurement and stored at the base station for reference. Noise 
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level on the line, the other factor which determines CNR, can vary according 
to the time of day. Periodic measurements can be made by the base station 
of noise level on the power line. A general measurement of noise level can be 
made for use by all transmissions, or a signal quality metric can be derived for 
a particular station, based on the bit error rate of a data transmission from that 
station, or a measurement of CNR/SNR. 

The bit rate or modulation scheme used by a particular pair of stations (e.g. 
base station to station S3) can be fixed and known by the pair of stations, or it 
can be varied according to the line conditions. For the adaptive case, 
signalling between the pair of stations establishes the modulation scheme that 
is used. 

The bit rate can be chosen from a number of supported rates, such as 
250kbps, 500kbps, 1Mbps. 

Referring again to figure 5, two different frequency bands are provided for 
power line communications. The frequency band that a particular station uses 
(PLT1 or PLT2) can be selected to provide an optimum communications link. 
Different stations (on the same or different power lines served by the base 
station) may require different frequency bands due to the particular 
noise/interference conditions oh the path to that subscriber. Providing a 
selection of both frequency bands and data rates allows each subscriber 
station served by a base station to reliably operate at as high a bit rate as 
possible. While two frequency bands are shown here, it is also possible to 
provide a larger number of frequency bands. 

A variety of conventional local area network protocols can be used on the 
network. The typical peak data rate of the system is in the region of 0.5 - 
2Mbit/s: Use of three local area network transmission protocols - token bus, 
carrier sense multiple access (CSMA) and polling will now be described in 
some detail. 

Token bus 

Use of the token bus packet data protocol on a power line communications 
network will now be described with reference to figures 4 10 to 15. Referring 
first to figure -10C applicant uses a modified form of the ANSI 878.1 (Arcnet) 
token bus protocol in which each subscriber station S1 , S2, S3... is treated as 
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a node in the network and has a unique ID number. For example, station S1 
has 1D_01 and station S2 has ID_11. At any particular time, one subscriber 
station - the station holding the "tpken" - has access to the communications 
medium. Upon completion of that station's communication the token is 
passed to the subscriber station having the next highest ID number on the 
network. For example, once subscriber station S2 (ID_11) has completed 
transmitting, the token is passed to station S5 (ID_12). 

An electricity distribution network typically has three phase lines red, yellow, 
blue. The coupling of signals between these phase lines is variable, and 
cannot be relied upon. Coupling between phase lines varies with frequency of 
transmission, distance between stations and electrical and other 
characteristics of the power line. The distribution network also typically has a 
branched layout. With reference to figure 1 1 , subscriber stations S4 and S7 
are connected to different branches of the distributor. When station S4 on one 
branch transmits a token-passing signal towards station S7 on another branch 
the signal experiences considerable attenuation, e.g. 80 dB. The attenuation 
can be great enough to prevent station S7 from receiving the token-passing 
signal from station S4. Losing the token in this way results in a time period 
during which the communications medium is unused, thereby reducing data 
throughput A similar effect occurs when two stations are widely spaced apart 
such that the attenuation of the path between them reduces the level of the 
transmitted signal to such a low level that it cannot be detected. 

Figure 12 illustrates the situation where two stations are connected to different 
phase lines; station S1 to. the red line and station S2 to the yellow line. When 
station S1 on the red line transmits a token-passing signal towards station S2 
the signal is unreliably coupled between the red and yellow phase lines, 
resulting in a weak signal reaching station S2. The signal can be too weak to 
be received by station S2 

To prevent this situation, the protocol is arranged such that stations on 
different branches, and stations on different phase lines do not pass a token 
directly to one another. Instead, the token is first passed to the base station, 
and then passed to the node which is connected to the different branch or 
phase line., 

A first way of implementing this is illustrated with reference to figure 13: 
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Step (A): Station S1 (ID_01) on the red phase line, on completing 
its transmission, passes the token to station S4 (ID_02) which is also on the 
red phase line. 

5 Step (B): Station S4 (ID_02) passes the token to the base station 

BS (ID_05). 

Step (C): Base station passes the token to station S7 (ID_06) on 
the branched section of the red phase line. 

Step (D): Station S7 (ID_06) passes the token to station S8 (ID_07) 
10 which is also on the branched sectibn of the red phase line. 

Step (E): Station S8 (ID__07) passes the token to the base station 
BS (ID_10). 

Step (F): Base station passes the token to station S2 (ID_ 11) on 
the yellow phase line. 

15 

Figure 14 shows one form of architecture for the base station equipment. It is 
preferred to usie one LAN card, one RF modem and one medium adapter unit 
(MAU) for each of the three phase lines red, yellow, blue as this offers 

20 improved performance over Using a single RF modem for all three phase lines. 

Each medium adapter unit includes amplifiers for the upstream/downstream 
path. Each RF modem performs conversion between digital data at baseband 
and RF modulated (FSK) data for transmission over the power line. Each LAN 
card processes data into packet form and manages transmission of the packet 

25 according to the particular protocol in operation i.e. token bus/Ethernet. The 

addresses shown for each LAN card are for the example just described 
above; it is of course possible to assign different addresses, and different 
numbers of addresses to these cards as required. In order to allow a token to 
be passed from a subscriber station on one phase e.g. red, to a subscriber 

30 station on another phase line e.g. yellow, the received data from every RF 

modem is applied to the input of every LAN card. As an example, when 
station S4 has completed its transmission it passes the token to LAN card 
(ID_10) responsible for the yellow phase line. The transmission from station 
S4 is decoded at RF modem., and coupled to the input of LAN card (ID__10). 

35 This LAN card then continues passing the token between stations coupled to 

the yellow phase line. Similarly, when all of the stations on the yellow line 
have completed their transmissions, the token is passed to the LAN card 
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(ID_20) responsible for the blue phase line, and the token is then passed 
between stations connected to the blue phase line. 

The base station is coupled to an external data communications network, 
which uses a protocol such as X.25, Frame Relay or Ethernet, via a backhaul 
interface module. A router module routes data packets between the external 
communications line and the appropriate LAN card. The router can be a PC 
running Novell Netware™ software. Data packets for stations will contain a 
global IP address; the router uses a database to convert the IP address into a 
local address by which the station is known on the power line network, and 
hence correctly deliver the packet. 

A second way of implementing token bus involves passing the token from the 
base station to a subscriber station and then back to the base station before 
passing it to the next subscriber station. This can be achieved by assigning 
addresses to the stations such that every other address (e.g. every odd 
address) is given to the base station. This is illustrated with reference to figure 
15: 

Step (A): Base station (ID_01) transmits any data for a station and 
then passes the token to station S1 on the red phase line. 

Step (B): Station S1 (ID_02) transmits data to another subscriber 
station or, most probably, to the base station before passing the token back to 
the base station BS (ID_03). 

Step (C): Base station (ID_03) transmits data for a station and then 
passes the token to station S4 (ID_04) on the red phase line. 

Step (D): Station S4 (ID_04) transmits data to another subscriber 
station or, most probably, to the base station before passing the token back to 
the base station BS (ID_05). 

Step (E): Base station (I D_05) transmits data for a station and then 
passes the token to station S7 (ID_06) on the branched section of the red 
phase line. 

This method allocates 50% of the time to the base station for downlink 
transmissions, which is an important consideration for data applications such 
as file downloading or internet browsing where the majority of the traffic is in 
the downstream direction from the internet service provider to the subscriber. 
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It can be seen that a station's address is an important parameter which affects 
performance of the network. It is preferred to store a station's address in a 
programmable read-only memory allowing the option of reprogramming by 
downloading data from a network management unit. 

5 

The ANSI 878.1 protocol conventionally uses amplitude shift keying (ASK) to 
code the data packets. However, Applicant has found that adapting the 
protocol to encode data using frequency shift keying (FSK) or minimum shift 
keying (MSK) offers better performance over a power line communications 

10 network. In particular, using FSK allows limiting amplifiers to be used and 

affords a better dynamic range. Applicant uses the coding scheme Inverse 
Retum-to-zero (IRZ) as shown in figure 22. A binary 'zero' is represented by a 
burst of a signal at frequency f2 and a binary None' is represented by a short 
burst of a signal at frequency f1 followed by a short burst of a signal at a 

15 frequency f2. 

Carrier Sense Multiple Access (CSMA) 

An alternative protocol to the token bus is earner sense multiple access 
20 (CSMA), which may also be combined with collision detection to form 

(CSMA/CD). CSMA is widely used on local area networks to deliver data 
between computer terminals. A CSMA protocol can also be used to deliver 
data packets to subscriber stations coupled to a power line. For efficient 
operation, CSMA requires each station to be able to receive the transmissions 
25 of every other station so that a station accesses the medium only when it 

senses that it is not in use by another station and so that when a collision 
does occur it can be sensed and the transmission can be stopped to avoid 
wasted time. However, an electricity distribution network having several 
phase lines and branched sections poses a similar problem for CSMA 
30 operation to that described above for the token bus protocol; This is because 

a station on one branch line may not be able to receive the transmissions of a 
station on a different branch line and because a station on one phase line may 
not be able to receive the transmissions of a station on a different phase line. 

35 This problem will now be more fully described with reference to figure 16 

where subscriber stations S4 and S7 are connected to different branches of 
the distributor. When station S4 ori one branch transmits over the power line 
the transmitted signal experiences considerable attenuation, e.g. 80 dB by the 
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time it reaches station S7 on the other branch. The attenuation can be great 
enough to prevent station S7 from receiving the signal from station S4. In a 
conventional CSMA system if station S7 also decides to access the medium at 
this time it senses the level of carrier signal on the line and; if the level is low 
enough (as it will be if S4's signal has been strongly attenuated), begins 
transmitting over the line. This results in a collision. 

Figure 17 illustrates the situation where two stations are connected to different 
phase lines; station S1 to the red line and station S2 to the yellow line. When 
station S1 transmits on the red line the signal is unreliably coupled between 
the red and yellow phase lines, resulting in a weak signal reaching station S2. 
If station S2 also decides to transmit at this time it senses the earner level on 
the line and, if it is low enough, begins transmitting. This results in a collision. 

The above examples show that the conventional CSMA protocol must be 
adapted for use on power line systems. In adapting CSMA for use on power 
lines, it is preferred to choose one station whose transmissions can be 
received by all other stations, such as the base station, and adapt this station 
to apply a warning signal whenever the medium is in use. For example, 
station S2 transmits a packet. This is received, after a short propagation 
delay, by the base station. The base station then transmits a warning signal 
which is propagated along each of the phase lines and along each of the 
branches of each phase line, such that it can be received by all stations in the 
communication system. Each station is then aware that the medium is in use 
and that it should not attempt to transmit a data packet itself. Figure 18 shows 
one form that the warning signal could take. A part of the frequency band 
which is used for data packet transmission is reserved for use by the warning 
signal at a frequency f„. A pilot tone is a suitable warning signal, but other 
forms of signal could be used. The reserved part of the frequency band for 
the warning signal is conveniently, chosen to lie at one end of the band used 
for data packet transmission. 

All stations in the system have a receiver which is able to detect the warning 
signal. Figure 19 shows a suitable receiver arrangement. A line which carries 
the communication signals from the power line is tapped, and the tapped 
signal passes through a band pass filter whose response is centred on the 
frequency of the pilot tone used as the warning signal. The output of the band 
pass fitter is applied to a power detector which produces a transmit enable 



9857440A2 I > 



WO 98/57440 



23 



PCT/GB98/01667 



signal (TX_ENABLE) that is used to enable or inhibit the station's transmitter 
from operating, and thus allow or prevent the station from transmitting over the 
power line. Subscriber stations may solely use the presence or absence of 
the warning signal to allow or prevent the station from transmitting. 
Alternatively the station may use both a warning signal detector and a carrier 
sensing detector as used in conventional CSMA stations to determine when to 
access the line. 

Figure 20 shows suitable equipment at the base station for generating the pilot 
tone. Communications signals from the power line are passed through a filter 
which passes frequencies about the band used to carry the data. These are 
then demodulated or decoded and applied to a processor. When signals are 
received a signal generator is enabled, which applies a pilot tone to an 
amplifier and a band pass filter centred on the frequency used for the pilot 
tone. The filtered pilot tone is then applied to the power line for transmission 
to each subscriber station. 

Figure 21 shows a timing diagram to illustrate operation of this protocol. The 
upper line shows a subscriber station starting a transmission at time t1 . This 
transmission is received by the base station, which then begins transmitting a 
pilot tone at time t2. There is a short time period t c between the time that the 
station starts transmitting data, and when the base station starts transmitting 
the pilot tone, when there is a risk of collisions caused by other stations 
beginning their data transmissions. This collision time is of a similar level to 
that experienced by stations which perform collision detection by monitoring 
the medium for another station's carrier signal. 

In both the token bus and CSMA protocols a station is able to address its data 
packet to any particular node on the network. For communication between a 
station on the power line and a remote station it will be necessary to route the 
packet via the base station. However, one station on the power line can 
address its data packet directly to another station on the power line. This will 
be subject to the two terminals being able to receive one anothers 
transmissions. 



Polling 



WO 98/57440 



PCT/GB98/01667 



24 

A power line network consists of a primary station (base station) and a number 
of secondary stations (subscriber stations) communicating over a power line 
system. The primary station controls access to the network by the secondary 
stations through the use of polling. 

The primary station allocates physical station addresses to each secondary 
station. As the Power line protocol emulates an Ethernet LAN service each 
station is also uniquely identified by the use of an Ethernet address which 
would be fixed at manufacture. 

Each secondary station on the network is registered with the primary station 
through the management interface, using its unique Ethernet address, before 
service can be provided to it. 

The primary station is responsible for determining if registered secondary 
stations are operating in an active, degraded or inactive state. Changes in the 
operational state of a secondary station do not affect the normal operation of 
other stations. 

The primary station continuously polls all active secondary stations in 
sequence using either information or polling frames, selecting the appropriate 
modem frequency and data rate as required. Secondary stations can only 
transfer information when they have been polled. The primary station waits for 
a response to its poll or moves on to the next active secondary station if a 
response is not received within the expected time- 
Figure 22 illustrates a typical polling sequence driven by the primary station, 
each secondary station is shown responding to the poll, the primary station 
then polls the next active secondary. Secondary station C is shown in an 
inactive state and is not polled for the transfer of information frames. 



Protocol Layers 

The power line protocol is specifically designed to support the emulation of an 
Ethernet compatible Local Area Network (LAN) over a power line transmission 
environment. 
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In order to provide flexibility the protocol has been defined in terms of a 
number of layers, each of which provides a service to the layer above using the 
facilities provided by the layer below. 

5 Figure 23 illustrates the functional layering of the protocol definition, each layer 

being described in the following subsections. The layering is not intended to 
imply any specific implementation approach. 

Physical 

10 The Physical Layer interfaces between the Framing Layer and the medium, i.e. 

the low voltage power cabling. It provides further processing of the HDLC 
frames from the Framing Layer into an encoded serial bit stream which is 
modulated and transmitted in the appropriate frequency band on the medium. 
On the receive side the serial bit stream is recovered from the medium and 

15 symbol timing and data extracted. 

The physical layer signal is matched to the medium using appropriate drivers 
and connection units to provide isolation. 

20 Framing 

The Framing Layer uses a standard HDLC frame structure. This provides 
frame delimiting with data transparency, a frame check sequence for error 
detection and a station address field. Frames received with errors detected by 
the frame check sequence are discarded. ...... 

25 

The primary station uses a fixed address, each secondary station has a station 
address which is unique within the scope of the primary station to which it is 
connected. 

30 Received frames are filtered based on the address field using either the station 

or broadcast address in order to reduce processing overheads. A control field 
is used to differentiate between different frame types and to provide sequence 
numbering. 

35 Access Control 
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The Access Control Layer provides access to the medium for data transfer 
through the use of polling and controls the operational state of the registered 
secondary stations on the network. 

The primary station continuously polls all active secondary stations using either 
information or polling frames. Secondary stations can only transfer information 
when they have been polled. The primary station waits for a response to the 
poll or moves on to the next active secondary station if one is not received 
within the expected time. The reliability of response of active secondary 
stations is noted. 

The primary station monitors the state of each secondary station. It 
occasionally invites inactive secondary stations to join the network and sets up 
configuration parameters including station address. 

If it is determined that contact may have been lost with a secondary station it is 
placed in a degraded state and polled less frequently in order to reduce the 
performance effects on the system. If the secondary station recovers it is 
returned to the active state. 

If the loss of contact with the secondary station becomes prolonged it is placed 
in the inactive state and has to wait to be invited to rejoin the network before it 
can take part in information transfer. 

The sequence of secondary stations joining and leaving the network is 
designed to not affect the operation of other active secondary stations which 
can continue transferring information undisturbed under primary station control. 

Data Link 

The Data Link Layer provides both unnumbered and numbered information 
transfer services. 

Unnumbered information transfer does not guarantee delivery and is normally 
used for broadcast messages to secondary stations. If used for normal data 
transfer then any error recovery becomes the responsibility of higher layers in 
the system. 



WO 98/57440 



PCT/GB98/01667 



27 

Numbered Information transfer uses sequence numbering and retransmission 
of corrupted frames in order to provide reliable transmission of data between 
the primary and secondary stations. 

Segmentation & Reassembly ^ 

The Segmentation & Reassembly Layer provides a mapping between Ethernet 
and Power line protocol frame sizes. 

Before Ethernet frames can be transmitted they have to be broken up into a 
number of shorter segments to reduce the transmission time needed on the 
medium in order to reduce losses due to interference. 

On reception the segments have to be reassembled, and once a complete 
Ethernet frame has been received it is passed on to the Ethernet Emulation 
Layer. 

Ethernet Emulation 

The protocol stack is defined to provide an Ethernet compatible service to 
higher layers in the system. In this way compatibility is maintained with 
standard Ethernet bridging or IP routing functions providing data services at 
the primary or secondary stations. The Ethernet Emulation Layer provides a 
mapping service between the Ethernet address used on the interface to the 
higher layers of the system and the physical station address used for data 
transfer over the medium. Each primary and secondary station protocol stack 
therefore has its own Ethernet address which is globally unique. 

The primary station also dynamically builds a table of all Ethernet addresses 
that can be reached via each secondary station under its control in order to 
provide correct routing of Ethernet frames. The Ethernet Emulation Layer is 
also responsible for ensuring the correct handling of broadcast Ethernet 
frames. 

Figure 24 shows a typical installation at a residence which subscribes to the 
data service! Branch cable 150 represents a conventional mains branch cable 
which couples to one of the three phase lines in distribution cable 120. 
Coupling unit CU 151 couples communications signals to and from cable 150, 
allowing the mains supply to pass. The coupling unit can comprise a box 
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which is wired in to the mains cabling at the subscriber premises or a fuse unit 
which replaces the existing fuse unit in the subscriber premises meter cabinet. 
Medium adapter unit 710 may include one or more amplifiers to adjust the 
level of signals in the upstream (transmit) and downstream (receive) 
directions. Transceiver 720 receives data packets and converts them into an 
output data stream for coupling to equipment in the subscriber's home such as 
a personal computer which is accessing the Internet or a home-banking 
service. The transceiver also converts an incoming data stream into data 
packets which are transmitted to the base station. 

Two embodiments of subscriber-end equipment CPE will now be described. 
The first embodiment as shown in figure 19 uses a card which fits into a slot of 
a PC. Communications signals from the mains coupling unit are carried over 
a coaxial cable to the card, which carries an FSK modem and packet data 
controller. The packet controller assembles and disassembles data packets, 
converting them to/from a data stream, and also manages transmission of 
those packets in the power line transmission protocol. The interface between 
the card and the rest of the PC is via a 16 bit AT bus. Power for the card is 
provided by the host PC's power supply. 

The second embodiment is a stand-alone unit, as shown in figure 26. As with 
the PC card embodiment, communications signals from the mains coupling 
unit are carried over a coaxial cable to the unit. The unit has an FSK modem, 
a packet data controller (power line protocol) and a converter for converting 
the data between the power line protocol format to an Ethernet format for 
outputting to a data terminal. Ethernet is a widely used transmission protocol 
for which computer cards are readily available. A user makes use of an 
existing Ethernet card in their PC, or a card that they buy. A power supply for 
the unit is derived via a mains adapter. 

Incorporated within the receiver equipment are one or more amplifiers to 
adjust the level of signals in the upstream (transmit) and downstream (receive) 
directions. 

The CPE is essentially a transparent Bridge between: 

• the PL protocol (transmitted over the LV network) between the CPE and 
Base station, and 
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• the Ethernet protocol used to communicate between the CPE and the 
end-user computer. 

The CPE is a free-standing unit, powered from the customer premises 
mains supply. The CPE has two main interfaces: 

• a 10BaseT Ethernet connection over unshielded twisted pair (UTP) 
cables, to the end-user's computer, and 

• a PL protocol connection over coaxial cable to the PL Coupling Unit. 
Connection of the RF signal from the CPE to the LV Coupling Unit is via a 
coaxial cable, terminated by a suitable connector such as a BNC connector. 

Other forms of Ethernet, other than 10BaseT, or other protocols can be 
used for the link to the end-user's computer. 

The network termination point (the responsibility interface) is at the CPE 
Ethernet port or equivalent end-user interface port. 

The CPE need not be located close to the customer's computer. The use of 
UTP cable is intended to ease installation within the customer premises, 
compared to coaxial cable. 

The CPE is powered externally from a mains supply. The CPE is intended 
to be left powered up continuously, i.e. it does riot need to be turned on and 
off at the same time as the computer. 

An external plug-top power supply can be used with voltage regulation 
circuitry within the CPE. The CPE is housed within a plastic enclosure- 
One or more indicator LEDs may be provided to indicate the following: 

• Power on. 

• Power line interface activity. 

• Ethernet interface activity. 

The CPU can be an 80x86-compatib!e PC architecture, i.e. the CPE is 
based around an embedded 80x86 processor; Ah 80386 equivalent (or 
more powerful) processor is best to support the functionality bf the CPE. 
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As shown in the physical configuration diagram of figure 27, the CPE can be 
formed with a modem module and a digital card. 
The main features of the digital card are: 

• 80386 core compatible embedded processor; 

• Memory units 

• 1 0BaseT Ethernet port. 

• RF Modem connection port. 

• HDLC Universal Serial Controller. 

An ISA port can be provided for future expansion. The HDLC USC provides 
the interface to the RF Modem. 

Software 

The CPE software provides an IP bridge function between the power line 
(PL) protocol and Ethernet (or, other protocol for the link between the CPE 
and data terminal.) 

Also, the CPE software, which runs on the processor, comprises: 

• A stable, industry standard operating system such as LINUX; 

• Power line to Ethernet (USB or similar) bridging; 

• routing functionality for multiple station users; 

• management functionality. 

This initial software configuration can be upgraded by downloadable 
software (for upgrades, new functions and optimisation). 

Figures 28 and 29 show the functional blocks of the CPE in more detail. 
Communications signals, in a packet data format, are transmitted/received in 
RF form by RF modem 700. The modem converts the signals between radio 
frequency (typically 2-5MHz) and base band. The modem also amplifies and 
detects the signals. The modem includes a transmit line driver, a receive 
buffer and a modulator and a receiver that, preferably, can operate at a range 
of different bit rates and frequencies. 

The output of the modem is fed to a power line protocol processor 705 which 
assembles/disassembles data packets and also manages transmission of 
those packets across the power line in response to polling commands from the 
base station BS. The CPE transmits/receives data to/from data equipment via 
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an Ethernet port 740. The data is processed by a data processor, such as an 
Ethernet processor 725. Other ports 742 can also be provided for 
transmitting/receiving data in other formats, such as Universal Serial Bus 
(USB). Bridging between the power line and Ethernet data formats is 
implemented in software by CPU 715. 

A network management unit 710 receives network management messages 
from the power line network for controlling operation of the CPE. The unit may 
receive software updates over the communications network. 

A central processor unit CPU 715 controls operation of the unit and may be a 
80386 or similar processor. Speech by data module 720 connects to the 
power line protocol processor 705 and CPU and also connects to external 
speech-band equipment including telephone 730, fax machine 735 and an 
external telephone line PSTN. While only one of each type of equipment is 
shown, there may be several. The CPE has suitable ports, such as RJ45 
connectors, to allow connections to the telephone, fax and PSTN line. 

The speech by data module performs the tasks of: 

- interfacing to the external equipment and providing the features that a 
telephone and fax machine would normally expect, such as ringing tone when 
there is an incoming call, dial tone when the receiver is lifted, and a power 
supply; 

- signalling conversion between conventional telephone signalling (DTMF) and 
a digital form which can be conveyed over the power line data packets; 

- coding/decoding of speech signals, including D/A, A/D conversion and any 
other digital coding that is required. 

One of the problems with receiving data communications over a power line, 
rather than a conventional local area network, is that there is a high level of 
noise present on the line along with the data. A known way of operating a 
receiver which is coupled to a noisy medium is to gate the data according to 
the received signal strength indication (RSSI). The RSSI is usually derived 
from the data decoding signal path, such as from a limiting amplifier. This is 
unsuitable for use when receiving signals which contain a high level of 
noise. 
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Figure 30 shows a receiver design for use at the base station or at a 
subscriber station. A communications signal enters from the power line 
coupling unit and is passed through a band-pass filter 600 which is centred 
on the frequency components used by the data signal. This filter has a 
maximally-flat characteristic i.e. a linear phase response. This filter 
minimises further inter symbol interference (ISI) in the received signal 
above that already caused by transmission over the power line while 
attenuating frequencies outside those used for data transmission. ISI is an 
effect which limits the maximum bit rate of the communications system. 
The band-pass filtered signal is passed through a limiting amplifier 601 and 
a data detector block 602. This comprises a quadrature discriminator 603 
with a tuned resonator 604 which performs a frequency-to-voltage 
conversion of the received signal. The two outputs of the discriminator are 
low-pass filtered and fed to a comparator to derive a data signal. The data 
signal is applied to a gating block. 

The derivation of the gating signal will now be described. A portion of the 
band-pass filtered signal is applied to a second band-pass filter 611 which 
has a very narrow frequency response. The filter's response is chosen so 
as to be centred about the frequency f2, which is present in every 
transmitted data bit/symbol. Using a narrow band-pass filter allows a gating 
signal to be accurately generated and minimises false activation due to 
noise. The filtered signal is applied to a limiting amplifier 612 which 
produces an output signal representative of received signal strength. The 
RSSI is low-pass filtered and applied to a comparator where it is compared 
with a reference voltage Vref representative of an expected RSSI, The low- 
pass filter has a response which filters out noise impulses of <5|aS in length 
and thereby prevents false activation. As an alternative to taking a portion 
of the first band-pass filter's output for feeding to the second band-pass 
fitter, it is possible to feed the second band-pass filter with a portion of the 
received signal directly from the mains coupling unit, shown by line 614. 

The gate control signal is delayed 615 and then 'AND'ed 616 with the data 
signal. The delayed gated data is delayed 617 before being fAND'ed 618 
with the gating signal. 

, As shown }n : figures 32 and 33, a received data signal comprises an initial 
burst, during which RF power ramps up, a data packet (the wanted portion 
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of the signal) and a tail burst during which RF power decays. Deriving a 
gating signal which is proportional to RSSI, and which incorporates some 
delay due to the low-pass filtering, results in the gating signal turning on 
with some lag x, and turning off with a different time lag x 2 dependent upon 
5 the RF power level. This results in the data signal being gated 'ofF during 

the noisy trail portion. 

This problem is addressed by adding a period of redundant data (binary 
'O's) to the end of each data packet and delaying the received data signal 
10 with respect to the gating signal such that the data signal is gated 'off 

during the period occupied by the redundant data. 

Figure 33 illustrates the operation of the receiver. Line (i) shows the signal 
received over the power line, having an initial RF ramping period, a period 
15 during which the data is sent, a period of redundant *0' data, and an RF 

ramp-down period. 

Line (ii) shows the gating signal, which turns on during the initial ramping 
period and turns off during the ramp-down period. The gate signal is 
delayed (line (iii)) such that it turns on after the RF ramping period. The 
20 preliminarily gated data is then delayed (line (iv)) such that the gate signal 

turns off during the period occupied by the redundant data (line (v)). A 
packet decoding function in the receiver removes the redundant 0s from the 
end of the packet. 

25 An alternative to adding redundant data to the end of a packet is to add an 

end of transmission flag to the packet so that the packet decoder can 
recognise the end of a data packet and disregard any "data" which follows 
it. 

30 The following description relates to a method of timing the transmission of 

data packets to take advantage of the noise level on the power line. This can 
be combined with the other aspects of the system as described above. 

Figure 34A is a plot of a typical mains waveform carried on one of the phase 
35 lines, showing voltage against time. Figure 34B is a plot of one example of 

noise power against time occurring during the corresponding time interval. 
Noise power is hot constant,' but varies with time. It has been found that the 
noise power oh the line varies according to the voltage df the mains signal. 
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There are periods x when noise power is significantly reduced on the line, and 
at such times the reduction in noise power P D can be of the order of 20dB. It 
has been found that much of the noise is caused by sparking across contacts. 
Sparking is an effect which is dependent upon voltage, and which is 
significantly reduced below certain voltages. Thermostats, switches and 
electric motors are examples of equipment which generate this form of noise. 
Different types of electrical equipment will each have its own characteristic 
threshold levels below which sparking tends not to occur, and the noise power 
on a line will be the summation of the individual sources of noise contributed 
by all equipment coupled to the network. Also, thyristor-controlled dimmer 
switches and gas discharge lighting are known to generate impulsive noise at 
certain times during the AC voltage cycle. 

With an alternating mains signal, there can be regular periodic time periods x 
during which noise power is at a minimum level. These quiet periods extend 
each side of the points at which the mains voltage crosses the zero level, 
shown as ^ in fig. 34A. These points will be referred to hereinafter as zero- 
crossing points. The periodic nature of these quiet periods allows the time of 
future periods to be predicted based on the timing of previously detected 
periods. For a 50Hz a.c. signal zero-crossings will occur at 10ms intervals. 
The shape of the noise envelope can vary depending on the equipment 
coupled to the network at a particular time. In figure 34B the noise power 
envelope has a frequency of 100Hz, i.e. twice the mains frequency. Under 
other conditions, such as when the noise is dependent upon the polarity of the 
mains signal, the noise power envelope can have a frequency equal to the 
mains frequency. Under other conditions the noise envelope can have some 
other frequency. 

Data packets have a duration which is equal to, or slightly shorter than, the 
quiet period and are transmitted so as to fit within the quiet period. 

Under some conditions the quiet period does not have sharply-defined 
boundaries at which the noise level abruptly changes, but instead the noise 
level progressively increases each side of the mains zero-crossing point as 
shown by envelope 200 in fig. 35B. This graph is an actual plot of noise 
generated by a faulty thermostat. There are still advantages in transmitting 
: , data during the quietest portion of the noise envelope. Where there are three 
phase lines, each carrying a power signal which is offset in phase with respect 
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to the others, it is preferred to transmit data on a particular phase line during 
the quietest third of the period of the power signal, as shown in fig. 34B. With 
a mains frequency of 50Hz and a noise envelope which has a frequency of 
100Hz this corresponds to two quiet periods each lasting 3.3ms during one 
AC voltage cycle. 

A data packet can be transmitted such that it is symmetrical about the zero- 
crossing point of the mains signal, or it can be transmitted such that it is 
asymmetrical about the zero-crossing point. Asymmetrical transmission has a 
particular use where access to the network is controlled by a token-passing 
protocol. In a token-passing protocol it is particularly important that the token 
that is carried by data packets is not corrupted or lost. The token usually 
comprises a special bit pattern carried in an access burst and an address of 
the subscriber station to which the packet is destined. By timing the 
transmission of data packets such that the portion of the packet that includes 
the token corresponds to a time when noise is close to its minimum level, the 
risk of losing the token can be minimised. For example, where the token is 
transmitted at the beginning of a packet, the packet can be timed such that the 
majority of the packet is transmitted after the zero-crossing point such that the 
token is transmitted during the time at which noise is close to its minimum 
level. Fig. 36 shows an example of transmitting a data packet 220 
asymmetrically about the zero crossing-point to, such that token 230 is 
transmitted at a time at which the noise power is at its minimum level. 

Where quiet periods are known to be located about a characteristic feature of 
the power signal, such as the zerc^crossSng points, it is convenient to 
determine when quiet periods occur by monitoring for the occurrence of zero- 
crossing points. Zero crossing points can be detected by using a voltage 
comparator which continually compares the line voltage with a reference value 
of zero volts. Where the quiet period extends each side of the zero-crossing 
point and it is desired to make full use of the quiet period, it is necessary to 
predict when future zero-crossings will occur, and from that predicted time and 
the knowledge of the quiet window duration, to predict the time when the 
future quiet window will start. This is described with reference to figure 37. A 
50Hz mains signal has zero-crossings to occurring every 10ms. Assuming that 
a quiet window lasts for 3ms, divided equally about the zero-crossing point, it 
can be seen that a quiet window begins 1.5ms before each zero-crossing 
point, or 8.5ms after a zero-crossing point. Therefore, by detecting a zero- 
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crossing point ^ and waiting for 8.5ms, a data packet can be transmitted at 
the beginning of the next quiet period. 

It is possible to measure actual noise level on the line and to use this 
measurement to vary the length of the quiet window. The measurements of 
noise power can be analysed by techniques such as looking for excursions 
above particular threshold levels of noise power. 

Figure 38A is a plot of voltage against time for the power signals carried on 
the three phase lines Red, Yellow, Blue. The power signal on each phase line 
is spaced apart by 120°. Figures 38B, 38C, 38D respectively depict a plot of 
typical noise power against time for the Red, Yellow and Blue phase lines for 
the corresponding time interval. Quiet periods on the different phase lines are 
offset from one another in time by 120°, corresponding to the occurrence of 
the zero-crossing points on the lines. It can be seen that quiet periods 
successively occur on each phase line; in the example shown in figs 38B-38D 
the sequence of quiet periods is blue, yellow, red, blue, yellow, red. 
Advantage can be taken of the quiet periods by successively transmitting over 
each of the phase lines in synchronism with the quiet periods. 

One of the characteristics of an electrical distribution cable is that at radio 
frequencies (RF) the capacitance which exists between different phase lines in 
the cable causes signals which originate on one phase line to leak onto a 
neighbouring phase line. Referring to figures 38B and 38C, this effect will 
cause some of the noise power on yellow phase line to leak into the red phase 
line. The extent to which this occurs depends on frequency of the bearer used 
for transmission and on the particular structure of cable. Even with this 
leakage, the quiet period on a line still offers a significantly reduced noise 
level. It is also noted that while noise sources at short range from a receiver 
cause interference levels at the highest power, the coupling between phase 
lines is relatively weak at short ranges. 

Figure 39A shows one example of the structure of a data packet The 
duration of the packet is shown as 3.3ms, to correspond to a quiet period 
duration of 3.3ms as discussed above, but it can have a different duration. 
The packet comprises an alert burst (ALERT) which includes a special bit 
pattern, known by subscriber stations, an address of a subscriber station to 
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which the packet is* defined (DEST. ID), a data payload (DATA) and an end-of- 
transmission flag (EOT). 

So far the idea of transmitting during quiet periods has been described without 
reference to the upstream or downstream directions of transmission, as it is 
equally applicable to both.. However, given that a data system is usually 
asymmetrical in the sense that downstream traffic is much greater than 
upstream traffic, it is economical to include the processing equipment at the 
base station for use with downstream transmissions. Fig. 39B shows a way in 
which a downstream packet from a base station to a particular subscriber 
station and an upstream packet from that subscriber station to the base 
station can be sent one after the other within a quiet period. The downstream 
packet is sent at the beginning of the quiet period and includes an alert burst 
(ALERT), address of the subscriber station (DEST. ID), an invitation-to- 
transmit flag (ITT) and an end-of-transmission flag (EOT). After a short guard 
space (G) the subscriber station responds with an upstream transmission 
comprising comprises an alert burst (ALERT), address of the base station 
(DEST. ID), a data payload (DATA) and an end-of-transmission flag (EOT). 

Figure 40 shows one embodiment of the base station BS of figure 1 in more 
detail. A branch is taken from each of the phase lines (Red, Yellow, Blue) and 
the neutral line. Each phase line is coupled to a medium adapter unit MAU 
which comprises a high-pass filter to pass signals in the band used for 
communications and to block the flow of mains electricity at 50Hz or 60Hz. 
Each MAU also includes amplifiers for individually adjusting the level of an 
upstream signal received from cable 120 and a downstream signal prior to 
transmission over cable 120. A combiner 301 combines a received signal 
from each MAU for applying to LAN Hub transceiver, and a splitter 302 splits a 
signal output by the LAN hub transceiver three ways to apply a portion to each 
MAU for transmission over each phase line. 

LAN hub transceiver routes data packets to the telecommunications network. 
The transceiver couples to external transmission network 320 and transports 
telecommunications signals to and from network 320. ^ 

Blocks, 340 and 350 comprise the main equipment which is required for 
implementing transmission during quiet periods. - r 
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It is possible to monitor each phase individually by tapping each of the phase 
lines, such as by tapping at the point just before the MALL However, 
knowledge of the offset between each phase line (120°) allows a single phase 
line to be monitored and other quiet periods to be calculated from that. A 
convenient way of monitoring a single phase line is by incorporating a zero 
crossing detector 340 into the base station power supply unit PSU, which 
derives a single phase supply from the distribution cable. 

An output from detector 340 is fed to controller 351 . The controller calculates 
the time when future quiet periods will occur on each of the phase lines, based 
on the known periodic nature of the a.c. signal and the known relationship 
between the phase lines. Updates from detector 340 on times when zero 
crossings actually occur allows the controller to maintain accurate predictions. 
In addition to, or instead of zero-crossing detector 340, a noise detector 345 
can be provided to monitor actual noise on the line and provide information to 
controller 351 for use in changing timing of quiet periods. Noise detector 345 
in combination with controller 351 can be arranged to analyse the monitored 
noise on the line to detect a periodic noise pattern and to predict future quiet 
periods based on the identified pattern. 

Polling sequencer 352 co-ordinates the order in which data subscribers on the 
network are polled, with reference to subscriber look-up table 353. The look- 
up table is a memory with a list of each data subscriber and the phase line to 
which they are coupled. 

Two ways of compiling the list in look-up table 353 are as follows: 

(i) Manual Entry. An engineer checks (from plans of the network or an 
inspection of a subscriber's installation) which phase a new subscriber for the 
data service is connected to and adds this information to look-up table 353. 
The update can be made by an engineer visiting the base station or by a 
down-loading operation from a remote terminal. 

(ii) Power Sensing. The modifications required to the base station to 
implement this are shown in figure 41, and the method by which the base 
station selects the optimum phase line is shown in the flow-diagram of figure 
42. At step 500 the base station transmits a signal requesting that a particular 
subscriber station transmits a test signal. The subscriber station responds, at 
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step 501 , by transmitting a test signal. A bank of power detectors 400, one 
detector per phase line, are coupled to the outputs of the MAUs at the base 
station. At step 502 a comparator 401 compares the outputs of the detectors 
during reception of a test signal from a new subscriber. At step 503 the base 
5 station determines, frorii the detector outputs, which phase line provides the 

strongest signal and hence to which phase line the subscriber is coupled. 
This is entered, under the control of controller 351, into look-up table 353. A 
measurement other than signal strength can be used in determining the best 
phase line that a subscriber is coupled to; e.g. quantities such as bit error rate 
10 (BER) can be used. For this method to be used reliably, and correctly identify 

the line to which a subscriber is coupled, the test signal should be at the lower 
end of the frequency range used for transmission. This is because coupling 
between the phase lines generally decreases with transmission frequency. 

15 The operation of the polling sequencer will now be described in more detail. 

The pollirig sequencer adapts the manner in which data subscribers are polled 
according to demand from the users. Some scenarios will now be considered. 

1.) High demand, equally divided between data subscribers on each 

20 phase. 

- sequencer allocates timeslots preferentially to subscribers during 
tjuiet periods on the phase line to which they are connected. Figure 43 
illustrates how six subscribers S1-S6, coupled in the manner shown in figure 

1. are polled. Subscribers S1 and S4 are coupled to the red phase line. 
25 During the quiet periods on red 601, 602, 603 subscribers S1 and S4 are 

polled, by transmitting data packets which are addressed to these subscribers. 
Quiet periods are shared among the subscribers on that phase. In this 
example alternate quiet periods on the red line are allocated to a particular 
subscriber, e.g. subscriber S1 is allocated slots 601 and 603. 
30 ' - - ' * ' ' 

2. ) ' Low demand - equally divided between data subscribers on each 
phase. 

- sequencer allocates timeslots preferentially to subscribers during 
quiiet periods on the phase line to which they are connected, as in case (1). 

35 ' 4 * : ' ' • ' ' 

3. ) High demand - unequally divided between the phases. . 
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- sequencer preferentially allocates timeslots to correspond with 
quiet periods on the phase line to which subscribers are connected, but also 
allocates non-optimum slots. 

An example will illustrate this technique. Consider demand from two 
data subscribers: S1 on red phase, S2 on yellow phase and no demand from 
subscribers on blue. A possible polling sequence is: 



Window on: 


R 


Y 


B 


R 


Y 


B 




Subscriber: 


S1 


S2 


S1 


S1 


S2 


S2 





Subscribers S1 (Red) and S2 (Yellow) are allocated quiet periods 
on the phase line to which they are connected and, in addition, the non- 
optimum periods on the blue phase line are alternately allocated to S1 and S2. 
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CLAIMS: 

1 . A communications apparatus comprising: 

- a first interface for transmitting/receiving communications signals 
derived from a power line communications system; 

- a converter for converting the derived signals between a first 
form in which they are suitable for transmission by a packet data 
communications protocol over the power line communications system and a 
second form in which they can be applied to a data terminal using a second 
data protocol; and, 

- a second interface for transmitting/receiving the converted 
signals to a data terminal 

2. Apparatus according to claim 1 wherein the second data protocol 
is a local area network protocol. 

3. Apparatus according to claim 1 or 2 wherein the second data 
protocol is one of: Ethernet; Universal Serial Bus. 

4. Apparatus according to claim 1 wherein the converter 
modulates/demodulates data signals to/from radio frequency (RF) carriers. 

5. Apparatus according to claim 1 wherein the converter amplifies the 
signals. 

6. Apparatus according to claim 1 wherein the apparatus is a unit for 
fitting inside a personal computer (PC). 

7. Apparatus according to any one of claims 1 to 5 wherein the 
apparatus is a self-contained unit that is physically separate from the data 
terminal, the second data protocol being used to transfer data from the unit 
to the data terminal. 

8. Apparatus according to any preceding claim which is operable to select 
a bit rate for transmitting/receiving communications signals over the power line 
from a plurality of different bit rates. 
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9. Apparatus according to any preceding claim which is operable to select 
a frequency band for transmitting/receiving communications signals from a 
plurality of different frequency bands. 

10. Apparatus according to claim 1 further comprising a management unit 
which is responsive to management signals received over the power line. 

.11. A method of operating a communications apparatus comprising: 

- transmitting/receiving communications signals at a first interface, 
the signals being derived from a power line communications system; 

- converting the derived signals between a first form in which they 
are suitable for transmission by a packet data communications protocol 
over the power line communications system and a second form in which 
they can be applied to a data terminal using a second data protocol; and, 

- transmitting/receiving the converted signals from a second 
interface to a data terminal. 

12. A method of transmitting data in a power line communications 
system comprising a power line for distributing electricity to a plurality of 
premises and a plurality of communication stations coupled to the power 
line, the method comprising: 

transmitting data signals from a base station over a part of the 
line which is external to the premises in a first form using a packet data 
communications protocol which is suited to transmission over the power 
line; 

- coupling signals from the power line; 

receiving the coupled data packets at a communications 

station; 

converting the received signals between the packet data 
communications protocol and a second form in which they can be applied to 
a data terminal using a second data protocol; 

transmitting the signals using the second data protocol. 

13. A method according to claim 12 wherein the data packets are 
carried over the power Hne on radio frequency (RF) carriers; 

14. A method according to claim 12 or 13 wherein the data packets 
are carried over the power line in the frequency band greater than 1MHz. 
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15. A method according to any one of claims 12 to 14 wherein the 
data packets are transmitted with a bit rate of at least 500kbps. 

16. A method according to claim 12 wherein the second data protocol 
is a local area network protocol. 

17. A method according to claim 16 wherein the second data protocol is 
one of: Ethernet; Universal Serial Bus. 

18. A method according to claim 16 or 17 further comprising 
transmitting the signals in the second data protocol over a local area 
network to a plurality of data terminals. 

19. A method according to any one of claims 12 to 17 further 
comprising transmitting/receiving data at the base station in a third protocol, 
the third protocol being compatible with the second protocol. 

20. A method according to claim 19 wherein the higher layer of the 
protocol used for transmission over the power line emulates the second and 
third protocols. 

21. A method according to claim 20 wherein the second and third 
protocols are Ethernet. 

22. A method according to any one of claims 12 to 21 wherein the 
packet data protocol which is used for transmitting the data over the power 
line is a polled protocol. 

23. A method of transmitting data in a power line communications 
system comprising a power line to which a plurality of communication 
stations are coupled, the method comprising: 

selecting, at a transmitting station, a bit rate for data transmission 
which is appropriate for a particular receiving station; and, 

transmitting data to the station at the selected bit rate. 
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24. A method according to claim 23 wherein the bit rate is selected on 
the basis of quality of communications path between the transmitting and 
receiving stations. 

25. A method according to claim 23 wherein the step of selecting a bit 
rate for data transmission comprises selecting a coding scheme. 

26. A method according to claim 25 wherein the coding schemes that 
can be selected differ in the amount of clock information that they contain. 

27. A method according to claim 23 wherein the step of selecting a bit 
rate for data transmission comprises selecting a modulation scheme. 

28. A method according to claim 27 wherein the modulation schemes 
that can be selected differ in the carrier-to-noise ratio that they require. 

29. A method according to claim 23 wherein the bit rate is selected on 
the basis of distance between the transmitting and receiving stations. 

30. A method according to claim 23 wherein the bit rate is selected on 
the basis of noise on the power line. 

31. A method according to claim 23 further comprising measuring 
quality of a transmission and selecting the bit rate on the basis of the 
measured quality. 

32. A method according to claim 31 comprising measuring carrier to 
noise ratio (CNR) or signal-to-noise ratio (SNR) of a transmission and 
selecting the bit rate on the basis of the measured CNR/SNR. 

33. A method according to claim 23 further comprising selecting one of 
a plurality of frequency bands for transmitting the data. 

34. A method of transmitting data in a power line communications 
system comprising a power line for distributing electricity to a plurality of 
premises and a communication station coupled to the power line at one of 
the premises, the method comprising: 
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transmitting data packets to/from the station over a part of the line 
which is external to the premises, using a packet data communications 
protocol. 

35. A method according to claim 34 wherein the data packets are 
carried over the power line in the frequency band greater than 1MHz. 

36. A method according to claim 35 wherein the data packets are 
carried over the power line within a frequency band which is substantially 
clear of the bands used by wireless signals received at the subscriber 
premises. 

37. A method according to claim 36 wherein the data packets are 
carried over the power line within the frequency band 2 - 6MHz. 

38. A method according to claim 37 wherein the data packets are 
carried over the power line within one or more of the frequency bands 2.2 - 
3.5MHz, 4.2 - 5.8MHz: 

39. A method according to claim 34 wherein noise level on the power line 
varies with time, the method further comprising: 

- determining a quiet period when noise upon the power line is at a 
reduced level; and 

- transmitting at least one data packet over the power line within the 
determined quiet period. 

40. A method according to any one of claims 34 to 39 wherein at least 
some of the premises on the power line are unconditioned! 

41. A method according to any one of claims 34 to 40 wherein the 
plurality of stations in the system are configured as a local area network. 

42. A method according to claim 41 wherein each station has an 
address and the data packet includes an address which identifies the 
intended recipient station of the packet. 
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43. A method according to claim 42 comprising transmitting a data 
packet directly between a first station and a second station of the system 
without using a base station of the system. 

44. A method according to claim 34 wherein the data packet 
communications protocol is token bus. 

45. A method according to claim 44 wherein the power tine Js 
branched, there being a first station on one branch of the line and a second 
station on another branch of the line, and wherein the token is passed 
between the first and second stations via a third station upstream of the 
branches. 

46. A method according to claim 45 wherein the third station is a base 
station of the system. 

47. A method according to claim 44 wherein the power line has a 
plurality of phase lines, there being a first station on one phase line and a 
second station on another phase line, and wherein the token is passed 
between the first and second stations via a third station which couples to 
both of the phase lines. 

48. A method according to claim 46 wherein a station at each 
premises has an address and addresses are assigned such that every other 
address belongs to a base station of the system. 

49. A method according to claim 47 wherein the third station has a 
respective receive circuit for each phase line, each receive circuit being 
coupled to all of the phase lines. 

50. A method according to claim 34 wherein the data packet 
communications protocol is polling. 

51. A method according to claim 34 wherein the data packet 
communications protocol is carrier sense multiple access (CSMA). 

52. A method according to claim 51 further comprising: 
transmitting a data packet over the line from a first station; 
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receiving the packet at a second station; 

transmitting from the second station a warning signal to indicate 
that the line is being used. 

53. A method according to claim 52 further comprising: 
receiving the warning signal at another station; and, 

inhibiting transmission at the other station in response to receiving 
the warning signal. 

54. A method according to claim 52 wherein the warning signal 
occupies a reserved part of the frequency band used for transmitting the 
packets. 

55. A method according to claim 54 wherein the warning signal 
comprises a tone. 

56. A method according to claim 52 wherein the second station 
comprises a base station of the system. 

57. A power line communications system comprising: 

- a power line for distributing electricity to a plurality of premises; 

and, 

- a communication station coupled to the power line at one of the 
premises, which station uses a part of the power line external to the 
premises as a communications medium, 

the system being arranged to transmit data packets to/from the station 
using a packet data communications protocol. 

58. A system according to claim 57 wherein at least some of the 
premises on the power line are unconditioned. 

59. A method of processing a received data signal at a power line 
communications receiver comprising: 

- filtering the received data signal through a band-pass filter centred 
on the frequency band used by the data signal and having a response which 
minimises inter-symbof interference in the data signal; 
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- filtering the received data signal through a narrow-band filter 
centred on the frequency band used by the data signal and deriving a RSSI 
signal; and, 

- gating the filtered data signal according to the RSSI signal. 

5 

60. A method according to claim 59 wherein the data signal comprises a 
frequency-shift keyed signal and wherein the narrow-band filter is centred on 
one of the FSK frequencies. 

10 61. A method according to claim 60 wherein the data signal is coded 

such that each data symbol contains a burst at the FSK frequency upon which 
the narrow band filter is centred. 

62. A method according to claim 59 wherein the band-pass filter is a 
15 maximally-flat filter. 

63. A method according to claim 59 wherein redundant data is appended 
to the end of a data packet and the method further comprises delaying the 
received data signal with respect to the RSSI signal such that the gate turns 

20 off during the period occupied by the redundant data. 

64. A method of transmitting data over a power line communications 
system comprising: 

- forming a data packet having a portion of user data and a tail 
25 portion of redundant data; 

- transmitting the data packet over the power line; 

- receiving the data packet at a receiver of the system; 

- deriving a RSSI signal from the received signal; 

- delaying the received data signal with respect to the RSSI signal; 

30 and, 

- gating the delayed received data according to the RSSI signal 
whereby the gate turns off during the period occupied by the redundant data. 
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